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Informatlon Security / Ethlcs Manual

10 items for using the information system with confidence

LS

. Let’s thoroughly take anti-virus measures
Let's install anti-virus sftware on PCs and smartphanes,

. Manage ID and password properly

1D and passns important infarmatien @ prove

Leet's met e snnlen ar used by sthers. Do net uye savily-guessed payvwerds or sume pusymords.
. Ignore (delete) suspicious e-mail
Clicking s snspicisus rmail lnk or openisg stiachments may reandl in infection with virwars.
Ignare {delete) emails frem anknewn prople.
. Prevent information leakage
There have been frequestly lesks of persemal informatian due 1o vires infeerion. merwork inrrusion snd loss of PC
aF USE memary recerding the fles semtaining the peronal infsrmarien
Let's manage thareughly the impertant filests install the sntivfrue vsbrare snd in lock elecirenically the files
inciuding persenal information.
. Protect personal information and privacy information
Far Mles recarded an shared server computers, le Ser secens reserictisns sppreprianely.
It indungersus s disclose pervensl informution and privecy infarmariss easily on the bnerner
. Do not use unauthorized computer access or non-qualified computers
Acts that urilize odher people’s information syvtem withour permission become (legalaccess.
Ds mot try t wse computers that are soe qualifled 33 well 33 within the nbverziry wihour permisrion.
. Do not violate intellectual property such as copyright
Dis mor eopy oF medidy eopyrighred warks or detign wishem permivsian.
De not publish sa & web page or past te SNS.
. Keep rules and manners on Internet
Do not slander on bulletin boards or SNS. Let's keep rules and maaner on the et as well as real seciety.
. Let’s refrain from excessive use of the internet

Exmiaive une of the Internet by a PC or smartphone over 8 kg period ol time may cne variows bad slfects on the

Body and mind,

10. Obey other related laws and regulations
e
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