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Information Security / Ethics Manual

Information systems such as smartphones and the Internet are essential in everyday life.
Although these information systems are convenient, there are various riskshiding at the same
time. Always take measures against information security and have a safe, secure internet life.

10 items for using the information system with confidence

Stay SAFEY
on the |
\_Internet!

1. Let’s thoroughly take anti-virus measures

Let’s install anti-virus software on PCs and smartphones. (

2. Manage ID and password properly s
ID and password are important information to prove the self-verification in the net.
Let's not be stolen or used by others. Do not use easily-guessed passwords or same passwords.
3. Ignore (delete) suspicious e-mail
Clickinga suspicious email link or opening attachments may result in infection with viruses.
Ignore (delete) e-mails from unknovn people.
4. Prevent information leakage
There have been frequently leaks of personal information due to virus infection, network intrusion and loss of PC
or USB memory recording the files containing the personal information.
Let's manage thoroughly the important filesto install the anti-virus software and to lock electronically the files
including personal information.
5. Protect personal information and privacy information
For files recorded on shared server computers, let's set access restrictions appropriately.
It is dangerous to disclose personal information and privacy information easily on the Internet.
6. Do not use unauthorized computer access or non-qualified computers
Acts that utilize other people's information system without permission become illegal access.
Do not try to use computers that are not qualified as well as within the university without permission.
7. Do not violate intellectual property such as copyright
Do not copy or modify copyrighted works or design without permission.
Do not publish on a web page or post to SNS.
8. Keep rules and manners on Internet

Do not slander on bulletin boards or SNS. Let's keep rules and manner on the net as well as real society.

9. Let’s refrain from excessive use of the internet
Excessive use of the Internet by a PC or smartphone over a long period of time may cause various bad effects on the
body and mind.

10. Obey other related laws and regulations
BRSPS PER Y —
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